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Identity and Access Management Support Engineer 

Location : Leeds   

About the role 

Reporting to Technical Support Manager you will be working within Xalient’s Network Operations Centre in 
support of the Xalient Identity and Access Management solution, built upon the Okta platform and delivering 
to a global customer base.   

As the Identity and Access Management Support Engineer you will provide technical expertise to the Xalient 
Service Desk and your Engineering peer group supporting Xalient customers.  You will be responsible for all 
aspects of technical support across the key ITIL disciplines of Incident, Problem and Change as well as 
providing key Service Transition skills for new and existing customers as they start their Identity Management 
journey with Xalient.  

What you’ll be doing 

Based in the Xalient Network Operations Centre in Leeds core activities of this role include:  
 

 Maintenance, support and troubleshooting of support issues on the Xalient IdAM solution. 

 Onboarding of new applications and services into the IdAM environment. 

 Configuration of SSO, MFA and PAM functionality. 

 Support and training to Service Desk and Engineering colleagues as required. 

 Support transition and testing activities. 

 Technical support for Xalient’s IdAM customer base. 

 Technical resolution of Identity and Access support Incidents. 

 Act as SME and primary point of contact for IdAM related matters. 

 Onboarding of applications and services onto the IdAM platform. 

 Input to and execution of transition and support plans for adoption and integration to the IdAM platform. 

 Work with Xalient Project teams to transition into Managed Services. 

 Creation of support documentation for use by the Service Desk. 

 Attend customer sites and meetings as required. 
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What you’ll need 

 Proven background in IdAM or IAM support and engineering roles.  Including support of IdAM product 
sets, such as Single Sign On, Multi Factor Authentication, Privileged Access Management, Identity 
Federation and Directory Services. 

 Good experience and knowledge of Federations platforms and technologies such as “ADFS, Okta, Azure 
Active Directory. 

 Good working knowledge of modern authentication protocols such as SAML, OAuth, OIDC and 
authentication in general 

 Good working knowledge SSO, MFA platforms and cloud access polices.  

 Good knowledge of Cyber Security solutions and  Privileged Access models. 

 Technical understanding of cloud and physical architectures for IdAM solutions and services. 

 Microsoft Active Directory experience. 

 Demonstrable experience of transition of customers from legacy environments into an identity platform 
to deliver SSO and MFA  solutions. 

 Good understanding and experience of Service Management principles and the Service Management 
lifecycle (including Incident, Change and Problem Management aligned to the ITIL framework). 

Competencies 

 Initiative - The willingness to move things forward by taking action without needing to be asked and 
without due escalation. 

 Achievement Orientation -The determination to perform at the highest standard, aiming to exceed norms 
and expectation. 

 Customer Orientation - The ability to recognise both internal and external customers and the willingness 
to cooperate with them fully, in order to help them achieve their objectives. 

 Analysis - The ability to gather relevant information, notice relationships between different pieces of 
information, reason from cause to effect and generate effective solutions to practical problems. 

 Adaptability - The ability to maintain effectiveness in a rapidly changing environment and the willingness 
to respond quickly and positively to change. 

 Organising Work - The ability to marshal and manage resources (people, funding, materials and support) 
to achieve a project or task.  Able to manage own time efficiently and to handle multiple activities in 
parallel to accomplish the goals. 

 Professional Expertise - The ability and motivation to apply and develop one’s own professional 
knowledge and to share this expertise with others. 
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Here’s a bit about us 

At Xalient we design, build and manage software-defined solutions and services that help global enterprises 
become more resilient, adaptable and responsive to change. We’re an innovative and young technology 
services company with around 50 employees, most based in Leeds, that helps large organisations connect 
their people and locations across the globe and protects them against growing cyber threats – shameless 
namedrop, but we’re proud to call Kellogg’s, Keurig Dr Pepper, Mondelez & Hamleys our customers (and that’s 
just a few of them!). 

Our diverse and dedicated team of business and IT consultants, technical experts, and service delivery 
professionals come together every day to achieve the same goal – exceeding our customers’ expectations. 

Our employees’ backgrounds and experiences are as diverse as their personalities, but they all have one thing 
in common – their Xalient DNA. 

These are the qualities and traits we ask of everyone at Xalient: we care passionately about our clients and 
the work we do; we challenge conventional thinking – and find innovative and pragmatic answers to the 
toughest client challenges; and we enjoy being at the forefront of our industry, so we are constantly learning, 
developing and bringing new service innovation to our clients. 

 



 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Xalient Holdings Ltd  
1 Fore St, London, UK EC2Y 5EJ  
 
Email: info@xalient.com  
Phone: (+44) 020 7096 3100  
 
Registered in England and Wales. Company No. 09714903. 
Registered Office: 3rd Floor 1 Ashley Road, Altrincham, 
Cheshire, WA14 2DT United Kingdom. VAT number 221054757 
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